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Abstract

Cryptocurrency is a blockchain-based technology that is often used as a digital
currency. Digital money is different from conventional money, this type of money does not
have a physical form but only a block of data bound by a hash as validation. The data is
spread to every cryptocurrency user who is in the environment. So that when a user makes a
transaction, data mining will be carried out. Cryptocurrencies have several advantages but
also have disadvantages when used as currency, from a legal point of view there is still no law
governing the circulation of currency in digital form (cryptocurrency). The government must
recognize digital currency so that it can be accepted by the general public as a means of
payment. For now, the government has not recognized digital money (cryptocurrency) as a
currency, because Cryptocurrency is a new phenomenon by some people in Indonesia. The
rapid development of technology in the 4.0 revolution era, in the next few years money in
physical form will be replaced by digital money seeing the many conveniences provided by
using digital money.

Keywords: Cryptocurrency, Blockchain, Digital Revolution Era 4.0, Digital Money, Digital
Money.

1. Introduction

Utilization of technology in the era of digital revolution has made technology a primary
need, plus science and technology are evolving so quickly that technology in this era are used
in all areas of science. In the field of money economics, there is one means of payment that is
used when making transactions, whether in the form of transactions for goods or services, but
with technological advances, a term called digital transactions has emerged, people who want
to make transactions can transact without having to bring their money, only it is enough to
save their money in a bank and then people can make transactions either using mobile
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banking, ATMs, or by using more sophisticated technology. Along with the increasing
technology in processing transactions, the term E-Commerce began to emerge[1][2].

E-Commerce is an activity related to buying and selling using mobile devices or
computers and the internet network as the medium. One of the digital transactions that is on
the rise is bitcoin which is one of the money in the form of digital encryption or often called
cryptocurrency. The validation of transaction data used in using digital money is blockchain
technology. Blockchain is a block of data that is connected to each other so that it looks like a
chain, in short it will connect users without going through any intermediaries so each user will
store each other's data block. The system used on the blockchain can only add data so no
data will be changed because each transaction will only add new blocks to each user device in
the form of different encrypted data.

Based on the 2015 bitcoin journal written by Ferry Mulyanto with the title Utilizing
Cryptocurrency as the Application of Rupiah Currency into Digital Form Using Bitcoin
Technology. Ferry Mulyanto publishes about the application of Cryptocurrency as a substitute
for conventional currency in Indonesia, in his journal saying people need freedom in
conducting transactions without being faced with the constraints of different payment systems.
Ferry also said that the existence of cryptocurrencies such as bitcoin would solve the
problems faced by Bank Indonesia in setting standards for electronic currencies. So people
don't have to worry about different currencies when making transactions.

Cryptocurrencies have several advantages and disadvantages if you want to use them
as currency, for now there is no clear and definite law to regulate the circulation of currency in
digital form (cryptocurrency) such as bitcoin for example[3][4]. If there is an abuse of money in
digital form such as fraud, money laundering, or other criminal acts, the institution that will be
responsible will not exist. In addition, money that can be used as a means of payment must
qualify as a means of payment, and be recognized by the government. Cryptocurrency digital
money for now has not met the requirements, there is no recognition from the government as
a means of payment, because Bitcoin is a new phenomenon by some people in Indonesia.
However, the rapid and rapid development of technology in the era of revolution 4.0 cannot be
denied that in the next few years money in physical form will be replaced by digital money.

2. Methods

2.1 Literature Review

A. Money

Money in general is a medium of exchange that can be used as a legal means of payment in
conducting a transaction of goods or services. The function of money is grouped into two
types, namely the primary function and the secondary function.

a. Primary Function

Money as a primary function is the main function of money which is divided into three, namely:
1. Medium of exchange: Money can be used to buy and sell goods and services. If there is
no money, goods must be exchanged through a barter process (goods will be traded for other
goods in transactions arranged on the basis of mutual need). For example: If | raise chickens
and want to buy cows, | have to find someone who is willing to sell cows for my chickens.
Such arrangements are often difficult. But Money removes need from the double coincidence
of wants.

2. Unit of account: Money is a common standard for measuring the relative value of goods
and services.

3. Stores value: Money is the most liquid asset (Liquidity measures how easily an asset can
be spent on buying goods and services). Value for money can be maintained over time. This is
an easy way to save wealth.

b. Derivative Functions or Secondary Functions

These refer to money functions that complement the main functions. These functions are
derived from the main function and, therefore, they are also known as 'Derivative Functions'.
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The main secondary functions are:

1. Deferred Payment Standard:

Money as a deferred payment standard means that money acts as a 'standard’ for payments,
which have to be made in the future[5].

2. Storing Value (The Asset Function of Money):

Money as a store of value means that money can be used to transfer purchasing power from
the present to the future. Money is a way to store wealth. Although wealth can be stored in
other forms as well, but money is the most economical and convenient way[6]. It provides
security to the individual to meet contingencies, unpredictable emergencies and to repay debts
in the future. Under the barter system, it was difficult to use goods as a store of wealth due to
the perishability of goods and high storage costs.

B. Blockchain

Blockchain is a technology for recording transactions that are interconnected using
unique codes in it that are immutable[7]-[9]. When a new transaction or post to an existing
transaction enters the blockchain, generally most nodes in a blockchain implementation must
run an algorithm to evaluate and verify the history of the proposed individual blockchain
blocks. If the majority of nodes reach consensus on valid signatures, a new transaction block
is accepted into the ledger and a new block is added to the transaction chain. If the majority
disapproves of the addition or modification of a general ledger entry, it is rejected and not
added to the chain[10]. This distributed consensus model is what allows a blockchain to run as
a distributed ledger without the need for multiple authorities, a unifying center telling what
transactions are valid and (perhaps more importantly) which are not.

C. Cryptocurrency

Cryptocurrency is a digital currency built using blockchain technology. This technology
does not require a third party as an intermediary. So that every transaction becomes more
transparent. Cryptocurrency using blockchain technology, every existing data will be
interconnected where every data is owned by everyone who is in the user environment of the
cryptocurrency system. Over the past few years, digital currencies have been rapidly gaining
public attention, namely:

1. Fraud-proof: When cryptocurrency is created, all confirmed transactions
are stored in the general ledger. All coin owner identities are encrypted to ensure the
validity of the records[11]. Because the currency is decentralized, you own it. Neither
the government nor the banks have control over it.

2. ldentity Theft: The ledger ensures that all transactions between "digital wallets" can
calculate an accurate balance. All transactions are checked to ensure that the coins
used are owned by the current spenders. This general ledger is also referred to as a
"transaction blockchain". Blockchain technology ensures secure digital transactions
through encryption and “smart contracts” which makes the entity completely
uncontrollable and fraud free[12].

3. Instant Settlement: Blockchain is the reason why cryptocurrencies have any value.
Ease of use is the reason why cryptocurrencies are in great demand. All you need is a
smart device, an internet connection and you'll soon be your own bank making
payments and money transfers.

4. Accessibility: There are more than two billion people with access to the Internet who
do not have the right to use traditional exchange systems.

5. You are the owner: There is no other electronic money system where your account is
owned by you.

D. Hash

Network of users, spread all over the world and not tied to each other, be it personal or
professional, and instantly receive the latest transaction data. They run the data through a
cryptographic algorithm, which generates a “hash”, a string of numbers and letters that serves
to verify the validity of the information, but does not reveal information from the data itself[7].
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Example hash AG53HD6VD736WG8S7A81KQ, you can't find out the transaction
relevant to the block (#480504). Either way you can take the set of data claiming to be block
#480504 and make sure it's not tampered with. If one number is out of place, it doesn't matter
if it's not significant, the data will result in a completely different hash. If you run the declaration
of freedom using a hash calculator, the result you will get is AG53HD6VD736WG8S7A81KQ.
Using this technology, it is possible for the bitcoin network to be able to check the validity of
blocks[13]. It takes a long time to go through the entire ledger to make sure that the
transaction pool user hasn't tried anything interesting. Instead, the hash of the previous block
appears in the new block. If every minute the details are changed in the previous block, the
hash will change. In fact, if each change reaches 20,000 blocks back down the chain, that
block hash will trigger a new set of hashes and release the network.

3. Result and Discussion

Cryptocurrency uses technology similar to the chain as a system for recording each
transaction, these technologies often we know called blockchain. Blockchain technology
allows all its members to be connected to each other without going through a third party. So
that all transaction systems become more transparent.

A. Terms of using Blockchain (Cryptocurrency)

To be able to carry out transactions using blockchain technology. There are several
things that must be met, namely:

1. Agreement not to use transactions using banks or third parties

2. At least 3 people must join or agree to use digital money in the form of
cryptocurrency (blockchain).

B. Blockchain (Cryptocurrency) Working Principle Blockchain

technology binds every transaction like a chain that is connected to one another and
no third party intervenes. As for how blockchain works

1. Data Folder

Transaction that uses cryptocurrency by utilizing blockchain technology. Each user will
have a folder as a data store for each transaction. This folder will contain data for every
transaction, both transactions carried out by yourself and others, which are in the form of
data records where this collection of data will form a registry that will track transactions.
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Figure 1. Transaction User

2. Data transaction

When there is a transaction to be made. Each user in the chain will record and
save it as a new record so that if there is a re-transaction, a new data record will be added
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to the folder of each user on each device. To perform data transactions, here we assume
that we have 5 users who agree to use the cryptocurrency blockchain system.

#User 1 wants to make a transaction against User #9 . User #1 sends $5 to user #9
To make a transaction user one notifies all members. | want to transfer $5 to user #9. So all
will record it in their respective folders. All members check whether user #1 has sufficient
balance to make a transaction of $5 . If it is valid then the transaction is successful, all
members record back in their respective folders. The transaction was successful.

3. Data Validation

To validate data on the cryptocurrency blockchain, a hash function is applied[14][15].
The hash data function will be created when the transaction is considered valid. As in the
picture of the transaction between user 2 and user 9. After checking the balance data held
by user 2 on another user's record and the balance is declared valid then the transaction
can be carried out, the $5 dollar balance belonging to user 2 will move to user 9 as a
transaction lock then included also a data hash generated based on the transaction[16]. For
example, the hash is formed from id, seconds, minutes, date, money balance and added a
unique code. The hash to be formed is for example "AG53HD6VD736WG8S7A81KQ".
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Figure 2. Transaction Records

What if someone changes the data? This may happen but when someone changes
the data the resulting hash will also change or be different. When there is a transaction, a
hash check will be performed. So now that the data hash is different from that of other
members automatically invalid hashes will be ignored.

A. Risks of Using Cryptocurrency

Even though the use of cryptocurrency has many benefits and advantages, it does
not mean that the use of cryptocurrency technology does not have risks. For now, the use
of cryptocurrencies such as bitcoin, for example, does not yet have regulations or laws
that clearly regulate cryptocurrencies and changes in the value of cryptocurrencies such
as bitcoin which tend to be unstable, making it difficult to determine the value[17][18]. The
impact that arises in the future if this currency does not have standard rules and definitely
it is not impossible that fraudulent investments will appear that use cryptocurrency as an
exchange rate. However, all of this can still be overcome with legal and standard
regulations and strict actions to regulate the use of cryptocurrency digital money so that
there is no misuse of the negative impacts that may occur can certainly be overcome[19].
As well as seeing the many benefits and conveniences provided in transacting using
cryptocurrency digital currencies[20].

B. Analysis of the Use of Cryptocurrency Technology

Based on the results of the presentation in the previous sub-chapter, the
researcher can convey what findings are obtained from the results of these tests. The
transaction process using Cryptocurrency to implement it as a digital currency still needs
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many conditions that must be met. Especially agreement from all parties is required before
using cryptocurrency as a transaction tool. The use of cryptocurrency when it is safe to
use because the data on the user cannot be changed, when the data is changed, the hash
validation will be checked again for all users. Each transaction will generate a new hash
which is then recorded on each user. Cryptocurrencies cannot be counterfeited and
transactions cannot be arbitrarily reversed by the sender like on a credit card.
Cryptocurrencies have many benefits and advantages, but currently there are no standard
rules governing their use, there are no laws or regulations that regulate for sure, so this
will allow the impact of fraudulent investments that use cryptocurrencies as an exchange
rate.

4. Conclusion

Cryptocurrency is a digital currency using blockchain technology. To be able to use
Cryptocurrency, there must be an agreement to use Cryptocurrency without using other
third parties. There is a minimum number of 3 members who agree to use the
cryptocurrency system.

Transaction processes using Cryptocurrencies are stored and recorded in the
folder of each member using it. Notes can only be added and cannot be changed or
deleted arbitrarily. Every transaction made will generate a Hash which is used as
transaction data validation.

Transactions using Cryptocurrencies currently there is no law that is absolutely
certain to regulate it. Henceforth, it is necessary to conduct an approach or research on
the law of digital money. If there is a law that can lead to regulating digital money in the
form of Cryptocurrencies, of course this will have a lot of positive impacts on society,
especially on transactions made through digital media.
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